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EU Data Protection:  “Binding Corporate
Rules” as an Alternative to the “Safe
Harbor” for Multinationals that Transfer
Data to the U.S.
Global corporations with offices or customers in the European Union

should be aware of the latest European Union proposal for compliance

with its Data Protection Directive 95/46/EC (EU Directive) with

respect to internal transfers of information among members of the

same corporate group. Interested parties will be submitting comments

through September 30, 2003.

The EU has now indicated that “binding corporate rules” - i.e., a

str ingent, intra-corporate global pr ivacy policy that satisfies EU stan-

dards - may be available as an alternative means of author izing trans-

fers of personal data (e.g., customer databases, HR information, etc.)

outside the EEA.1 A recent discussion document, “Working

Document: Transfers of Personal Data to Third Countr ies: Applying

Article 26 (2) of the EU Data Protection Directive to Binding

Corporate Rules for International Data Transfers,” (click here to view

the full document), indicates that the EU is favorably disposed to the

idea that multinational companies should be able to establish a global

pr ivacy policy that satisfies European data protection requirements.

Current Compliance Options

Under the EU Directive, personal information concerning EU resi-

dents may not be transfer red to countr ies, such as the United States,

whose data protection laws have not been deemed “adequate” by the

EU.2 This prohibition applies to intra-corporate data transfers from a

company’s EU offices to its locations in the U.S.

Pr ior to the EU’s recent pronouncement, the main avenues to leg iti-

mate data transfers outside the EEA to countr ies who have not been

deemed adequate included: (1) membership in the “Safe Harbor”
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1 The EEA currently consists of the EU Member States (Austria, Belgium, Denmark, Ireland,
Finland, France, Germany, Greece, Italy, Luxembourg, Netherlands, Portugal, Spain, Sweden and
United Kingdom) together with Iceland, Liechtenstein and Norway. A further ten new Member
States will join the EU in 2004.
2 Currently Canada, Hungary and Switzerland have been deemed adequate by the EU.

http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2003/wp74_en.pdf
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negotiated between the U.S. and EU; (2) adoption

of “model contract language” to comply with the

provisions of the EU Directive; (3) use of ad hoc

contracts determined to provide adequate protec-

tion; (4) meeting one of several specific conditions

such as obtaining the unequivocal consent of the

data subjects, transfer r ing data when necessary for

the performance of a contract with the data subject

or in its interest, or when necessary or legally

required for legal claims.

Each of these compliance methods is onerous or

problematic. For example, the Safe Harbor and

model contract approaches are especially incongru-

ous when applied to multinational business entities

that operate both inside and outside of the EU, but

yet transfer data relatively freely among its units.

The Safe Harbor’s provisions are indeed structured

for the transfer of data between separate entities,

building in extra steps of agreements and safeguards

that do not comfortably fit the operations of an

integrated corporate operation. Meanwhile, the

pre-approved model contract provisions introduce

complications such as granting outside audit r ights

and establishing burdensome joint and several lia-

bility provisions. Obtaining consent or meeting

one of the other specific conditions is also often

difficult. Indeed, some data protection author ities

have suggested that employee consent to an

employer’s transfer would not be considered valid.

A New Possibility For Compliance

Aware of these cr iticisms, the EU has suggested in

a recent “Working Document” that “binding corpo-

rate rules” - in essence, a unified, international pr i-

vacy policy - may be an adequate means of address-

ing the concerns present for international data

transfers. The cur rent EU proposal has been pub-

lished for comment by interested parties, and pre-

sumably for Member State Data Protection

Author ities, as well as multinational companies, to

develop into actual working models. We believe

that there is considerable potential in this approach

to complying with the EU Directive. Indeed, over

two years ago, Sidley advocated “Direct

Compliance” strateg ies that rest on member state

recognition of a corporation’s own internal review

and certification of its pr ivacy practices. See, e.g.,

“The Third Way: ‘Direct Compliance’: A New

Strategy for Complying with the EU Data

Protection Directive” (Apr il 12, 2001). Click here

to view the document on Sidley’s cyberlaw site.

The danger, however, is that the EU Working Party

- which consists entirely of regulators - will devise

a new avenue that is too onerous or prescr iptive to

be practical.

Under Direct Compliance strateg ies, or what the

EU is calling “binding corporate rules,” multina-

tional companies adopt procedures to implement

the fundamental pr inciples of the EU Directive

throughout the entire organization. Under this

approach, related parts of the same business would

apply one uniform set of approved rules to their

international data transfers. Moreover, these rules

could also be drafted to comply with pr ivacy laws

in other countr ies as well. (These are distinct from

the codes of conduct under Article 27 of the EU

Directive).

Under this approach, a multinational organization

adopts a global data protection policy that directs

all units of the company, wherever located, to com-

ply with the EU Directive’s underlying pr inciples

with respect to personal information transfer red

from the EU. Such a policy br ings the organiza-

tion’s data transfer up to the str ictest common

denominator, and thus has the effect of exporting

http://www.sidley.com/cyberlaw/features/third.asp
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EU data restr ictions throughout the organization.

The Working Party has indicated that binding cor-

porate rules would need to include substantial

required content that may, unless tempered, make

the “binding corporate rule” approach too onerous

for most corporations. In particular, the Working

Paper would require a corporation to adhere to the

str ictest EU national data protection regime appli-

cable to that company ( i.e., the most str ingent

country in which the company operates).

Under the Working Party’s suggestions, a single

entity would be required to be designated in the

EU as the site for coordination, complaints, reme-

dies and compensation. This entity would be

potentially subject to data subject suits for viola-

tions of the rules, would need to be sufficiently

capitalized to pay any suits, and would be required

to pledge cooperation with the advice of relevant

EU Data Protection Author ities (DPAs). Corporate

rules would be submitted for approval to the DPAs

of each country from which the company would be

exporting personal data. Corporate rules would be

required to provide “third party beneficiary” r ights

to EU data subjects, thereby allowing them to sue

to enforce the rules. The EU’s proposed binding

rules would also be required to contain detailed

descr iptions of the types of information being col-

lected and processed and the restr ictions on such

activities.

EU Comment Solicitation

The EU Working Party comment solicitation pro-

vides an opportunity to encourage the EU to adopt

reasonable “binding corporate rules.”

The EU’s Working Party has expressed its interest

in receiving feedback from interested parties on the

use of binding corporate rules. It is also planning a

public hear ing at the beginning of 2004. The

deadline for initial comments, however, is

September 30, 2003.

Please let us know if you are interested in more

information. Please see the following descr iption

of Sidley’s Pr ivacy, Data Protection and

Information Secur ity Practice Group for additional

details on the Firm’s expertise in this area.
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International and Inter-Disciplinary

Sidley Austin Brown & Wood LLP offers clients an

inter-disciplinary, international group of lawyers

focusing on the complex issues of pr ivacy, data pro-

tection, information secur ity, consumer protection

and cybercr imes. Members of the Pr ivacy Group

are based pr imar ily in Washington, New York,

London, Chicago, Brussels, and Los Angeles. The

Group includes intellectual property lawyers, litiga-

tors, financial institution practitioners, health care

lawyers, EU specialists, IT licensing and marketing

counsel, and regulatory and white collar lawyers.

In addition to their extensive pr ivate practice expe-

r ience, the Pr ivacy Group’s lawyers also draw on

significant U.S. Federal Government background in

the White House, Executive Office of the President

and Department of Justice. Members of the Group

include a former FTC Commissioner, three former

Associate Counsels to the President, a former

General Counsel of the Office of Management and

Budget (OMB), a former senior lawyer in the

Justice Department’s Computer Cr ime and

Intellectual Property Section, and former senior

FCC lawyers.

The Firm’s Pr ivacy lawyers provide strateg ic coun-

seling, regulatory compliance and litigation ser-

vices. For example, the Firm represented the

defendant in a landmark pr ivacy case, where the

Second Circuit held that transfers of personal infor-

mation collected by a company do not necessar ily

cause injury or g ive r ise to cognizable damages

(Conboy v. AT&T Corp.). The Firm’s client pre-

vailed over plaintiffs who claimed that it had

improperly distr ibuted their customer propr ietary

network information (CPNI). The Firm also suc-

cessfully represented a defendant in the Pharmatrak

pr ivacy litigation, where plaintiffs in a purported

class action sought damages for Internet users who

allegedly visited var ious pharmaceutical company

websites that relied on “cookies” to track Internet

usage and traffic. The Court granted the Firm’s

motion for summary judgment on all counts.

Firm lawyers have drafted numerous pr ivacy poli-

cies and notices, and have also assisted companies in

establishing pr ivacy and secur ity compliance pro-

grams, responding to new telemarketing and e-com-

merce requirements, evaluating membership in the

US/EU Data Protection “Safe Harbor,” and drafting

and commenting on pr ivacy leg islation and testimo-

ny, and the proposal and adoption of standards, best

practices and recommendations by the Internet

Engineer ing Task Force (IETF) and the World Wide

Web Consortium (W3C).

Members of the Firm’s Pr ivacy Group have pub-

lished numerous ar ticles on pr ivacy and information

secur ity topics, including two leading books:

Privacy and the Digital State (Kluwer

Academic Publishers 2001)

Intellectual Property and Computer Crimes

(Law Journal Press 2003).

The Group publishes many of its ar ticles on data

protection and information law topics on the Firm’s

CyberLaw site at www.sidley.com/cyberlaw.

Lawyers in the group actively monitor and analyze

leg islative and judicial developments under the fol-

lowing representative leg islative author ities:

http://www.sidley.com/cyberlaw/


U.S. Federal and State Laws

• Electronic Communications Pr ivacy Act

• USA PATRIOT Act

• Computer Fraud and Abuse Act of 1986

• Federal Trade Commission Act 

• Gramm-Leach-Bliley Act (Title V)

• EU Safe Harbor

• Health Insurance Portability and 

Accountability Act (HIPAA)

• Stored Wire and Electronic Communications 

Act

• Fair Credit Reporting Act and similar state 

laws

• State Unfair or Deceptive Acts and Practices 

Statutes

• Telemarketing and Consumer Fraud and 

Abuse Prevention Act

• Telephone Consumer Protection Act

• Fair Credit Reporting Act

• Anticybersquatting Consumer Protection Act

• Lanham (Trademark) Act 

• Digital Millennium Copyr ight Act 

EC Legislation

• The Data Protection Directive 

(1995/46/EC)

• The Distance Selling Directive (1997/7/EC)

• The Electronic Signatures Directive 

(1999/93/EC)

• The E-Commerce Directive (2000/31/EC)

• The Distance Marketing of Consumer 

Financial Services Directive (2002/65/EC) 

• The Electronic Communications and Pr ivacy 

Directive (2002/58/EC)

• Convention for the Protection of Human 

Rights and Fundamental Freedoms, 1950

Statutes Under English law

• Computer Misuse Act 1990

• The Regulation of Investigatory Powers Act 

2000

• The Communications Act 2003
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