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The recent release of new guidelines on responding to computer secur ity breaches offer important guidance for all companies with valuable
electronic infor mation. On October 10, 2003, the Office of Pr ivacy
Protection within the State of Califor nia’s Department of Consumer
Affairs issued its “Recommended Practices on Notification of Secur ity
Breach Involving Personal Infor mation.” See Califor nia Dept. of
Consumer Aff air s, Office of Pr ivacy Protection, “Recommended
Practices on Notification of Secur ity Breach Involving Per sonal
Infor mation,” available here. The Office of Pr ivacy Protection is tasked
with recommending policies and practices that protect Califor nia consumers’ pr ivacy.
A new Califor nia law on notice of secur ity breaches, commonly
refer red to as SB 1386, took effect on July 1, 2003. The law requires
that businesses expeditiously disclose to affected Califor nia residents
secur ity breaches concer ning certain types of computer ized, unencr ypted personal infor mation, in order to provide early war ning where
that infor mation has been obtained by an unauthor ized party. See
Cal. Civ. Code § 1798.29. The newly issued Recommended Practices
are non-binding guidelines that go beyond the scope of SB 1386, and
are intended to aid businesses and other organizations in supplementing
and enhancing their infor mation secur ity prog rams. See Recommended
Practices, at 8. The Recommended Practices aim to reduce the r isk of
identity theft through misuse of personal infor mation entrusted to
organizations, regardless of whether that infor mation is in electronic or
paper for m. See id. at 5.
Companies both within and outside of Califor nia should be aware of
these Recommended Practices, as they are directed at any organization
in possession of Califor nia residents’ personal infor mation, without
regard to where the organization is located. Moreover, the guidelines
set forth in Califor nia’s Recommended Practices could well become a
de facto standard of care nationwide.
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Regardless of jur isdictional coverage, these guidelines may be helpful in developing and implementing successful cyber-secur ity protocols for any company. In developing such inter nal procedures, companies may also find it useful to refer to pr ior FTC
settlement ag reements specifying pr ivacy and information secur ity elements that it holds out as “best
practices.”
See, e.g., “Guess Settles FTC Secur ity
Charges; Third FTC Case Targets False Claims about
Infor mation Secur ity,” (June 18, 2003 cor rected)
Click here. Likewise, var ious specific sectors of the
economy are gover ned by particular nor ms. See,
e.g., FTC Financial Infor mation Safeguards Rule:
“Standards for Insur ing the Secur ity, Confidentiality,
Integr ity, and Protection of Customer Records and
Infor mation,” 16 C.F.R. Part 314 (2002). In order to
assist clients in navigating this maze, we have assembled several articles regarding these requirements at
www.sidley.com/cyberlaw including, for example,
“Pr ivacy Due Diligence: Eli Lilly FTC Consent
Order Is A Good Road Map for Cor porate Data
Protection,” 1 and an examination of “Liability for
Computer Glitches and Online Secur ity Lapses.” 2
Definitions of Key Terms

The Recommended Practices provide definitions for
certain key ter ms.
“Notice-tr igger ing infor mation” specifies the
threshold for protected infor mation and is defined as
an unencrypted, computer ized first name or initial
and a last name, plus any one of var ious identification numbers, such as a social secur ity number, dr iver’s license number, credit card or other financial
account number, in conjunction with a code that
would allow access to that financial account.

“Higher-r isk per sonal infor mation” is defined
broadly to include notice-tr igger ing infor mation as
well as health, financial or other personal infor mation that would violate an individual’s pr ivacy if disclosed.
A “data owner” is an individual or organization with
pr imar y responsibility for controlling a record system’s pur pose or function.
A “data custodian” is an individual or organization
to whom the data owner has delegated responsibility for maintenance and technolog ical management
of a record system. See id. at 8.
The Recommended Practices are divided into three
major parts: (1) Protection and Prevention; (2)
Preparation for Notification, and; (3) Notification.
The recommendations contained in each part are
summar ized below.
Part One - Protection and Prevention

As
a means of protection and prevention, organizations
are advised to collect the least amount of personal
infor mation necessar y to fulfill the organization’s
pur pose, and to retain that infor mation for the minimum possible amount of time.
Organizations
should also inventor y all records storage systems to
identify those that contain personal infor mation. All
per sonal infor mation should then be classified
according to its sensitivity, and any notice-tr iggering data should be identified.

Identifying and classifying personal information.

Organizations should use both
physical and technolog ical secur ity safeguards where
feasible
to
protect
per sonal
infor mation.
Organizations should restr ict employee access to

Using safeguards.

1 http://www.sidley.com/cyberlaw/features/lilly.asp
2 http://www.sidley.com/cyberlaw/features/liability.asp. This piece was also published in the BNA Electronic Commerce Law Report,Volume 6

Number 31,Wednesday, August 8, 2001, Page 849.
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personal infor mation, allowing access to only that
infor mation necessar y for employees to fulfill their
jobs. Any employee access to higher-r isk infor mation should be monitored, and access pr ivileges of
for mer employees should be ter minated.
Employee training. Employers should provide ongoing training and communications to ensure employees’ awareness of pr ivacy policies and procedures.
They should also monitor employee compliance, and
impose penalties for violations.

Organizations
should enter into contracts obligating third parties,
such as service providers and business partners, to
comply with pr ivacy and secur ity policies. Thirdparty compliance should also be monitored.

Third-party information handlers .

Internal response. Organizations should have wr it-

ten procedures for inter nal notification of secur ity
breaches. One individual should be charged with
coordinating these procedures, and employees
should receive regular training on their roles in the
response plan.
Containment measures. Organizations should devise

measures for controlling, containing and remedying
the impact of any secur ity breach.
Notification of data owner. The data owner must be

immediately notified of any breach.
Third parties such as service providers and business partners must be contractually required to comply with incident response
procedures.
Third-party compliance.

Intrusion detection
technology and complementar y procedures should
be used to ensure that secur ity breaches are swiftly
detected.

Where
secur ity incidents may involve illegal activity, law
enforcement author ities should be notified.

Data encryption. Data encr yption and access control

Procedures for notification of affected individuals.

protections should be employed for higher-r isk personal infor mation.

Organizations should have wr itten procedures for
notifying those individuals whose notice-tr igger ing
personal infor mation has been or is reasonably
believed to have been accessed by an unauthor ized
person.

Intrusion detection measures.

Records disposal. Organizations should dispose of
personal infor mation in a secure manner, such as by
shredding records and overwr iting data stored on
hard dr ives.

Secur ity plans should be
reviewed at least annually or any time there is a
mater ial change in business practices that may affect
the secur ity of personal infor mation. See id. at 8-9.

Security plan review.

Part Two - Preparation for Notification

Each organization’s infor mation secur ity prog ram
should have an incident response plan to be implemented in the event of a secur ity breach. This will
help to ensure that affected individuals receive timely notice of breaches.

Notification of law enforcement authorities.

Documentation. Organizations should maintain doc-

umentation of their actions taken in response to a
secur ity incident.
Incident response
plans should be reviewed at least annually or any
time there is a mater ial change in business practices
that may affect the secur ity of personal infor mation.
See id. at 10.

Incident response plan review.

Part Three - Notification
Expeditious notification. Affected individuals should

be notified as soon as possible after the organization
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becomes aware that unauthor ized access to noticetr igger ing infor mation has occur red.
The
Recommended Practices advise notification within
ten business days. If law enforcement instructs that
notification of affected individuals within ten days
would impede an investigation, organizations should
ask to be infor med as soon as affected individuals
may be notified.
Individuals to notify. Notification must be g iven to
Califor nia residents whose notice-tr igger ing information was acquired by an unauthor ized person.
The Recommended Practices suggest that organizations also provide notice of breaches involving
infor mation that is higher-r isk but not notice-tr igger ing, in order to allow affected individuals to protect themselves. If specific individuals cannot be
identified, notification should be provided to all
g roups likely to have been affected.

Organizations should
take care to send notification only to those individuals who were actually affected by the secur ity
breach.

Avoiding over-inclusiveness.

C o o rd i n a t i o n

with

c re d i t

re p o r t i n g

agencies.

Organizations should coordinate with credit reporting agencies, who can provide helpful infor mation
to affected individuals.
Notices to
affected individuals should include a descr iption of
the incident, the nature of the personal infor mation
involved, infor mation on the steps the organization
has taken to protect against further unauthor ized
Form, contents and manner of notice.

acquisition, details concer ning assistance available to
affected individuals, such as a toll-free inter nal number, infor mation on protecting oneself from identity
theft, and contact infor mation for the three credit
reporting agencies, as well as the Califor nia Office
of Pr ivacy Protection and the FTC.
Notices should be wr itten in clear, simple language,
and should be sent as a stand-alone document to
avoid confusion.
Individual notice is prefer red
where feasible. Notification can be sent by first class
mail, by e-mail where pr ior consent to e-mail notification has been g iven, or, if the number of affected individuals exceeds 500,000 or the cost of providing individual notice exceeds $250,000, notice
may be g iven by e-mail, in addition to being posted
on the organization’s website and provided to major
statewide media. See id. at 11-13.
Finally, the commentar y accompanying the
Recommended Practices cautions that these guidelines are not exhaustive; organizations should continually review their practices to ensure compliance
with applicable pr ivacy laws and standards, particularly as technology evolves. See id. at 8.
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